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Disclaimer

Every effort has been made to ensure that the information in this
handbook is correct and updated. Further, this booklet is intended solely
to raise awareness for the ticket checking staff while checking UTS Ticket
and only for the purpose of guidance. The Ticket Checking Staff are
advised to go through relevant Circular for further clarity. However, any
errors or deviations from extant commercial circulars may be brought to
the notice of concerned Commercial officials of Zonal Railway and Railway
Board for corrective action. This booklet is circulated with the concurrence
of the Commercial Directorate, Railway Board. No part of this publication
may be reproduced, distributed or transmitted in any form or by any
means including photocopying, recording or other electronic or mechanical
methods for any commercial use, without the prior written permission of
the Vigilance Directorate, Ministry of Railways. All rights reserved.

For Internal Circulation Only
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Preface

On the basis of a source information regarding tampering and sale of
UTS tickets, a check was conducted. It was noticed that certain individuals
were engaged in selling and exchanging tampered UTS tickets in the circulating
area of a booking office. A subsequent raid led to the recovery of several UTS
tickets with altered details including modifications to the route, date, origin—
destination, fare, etc.

The group involved followed a systematic modus operandi. They first
procured low-value UTS tickets typically procured from JTBS counters. These
tickets were then chemically treated and stamped with rubber stamp to alter
journey details and fares, making them appear as higher-value tickets. The
culprits primarily targeted unsuspecting, innocent, and illiterate passengers,
exploiting their lack of awareness to carry out the fraud. Some members of the
group positioned themselves in booking queues, approaching passengers in a
friendly manner and claiming to be traveling to the same destination. They
offered to purchase UTS tickets on their behalf, later handed over the tampered
tickets to the genuine passengers, and collected the full fare in cash. The
genuine tickets obtained from these passengers were later used to claim
refunds from UTS counters. This case study provides valuable insights into the
methods employed by unscrupulous elements to exploit the UTS system and
emphasizes the need for staff awareness regarding security features available
on UTS tickets and strict enforcement to prevent recurrence.

In view of this, the present booklet has been prepared to provide
practical guidance to Ticket Checking Staff and commercial staff in identifying
fake or manipulated UTS tickets. This booklet elaborates on the various modes
of issuing unreserved tickets, explains the security features available for
verification in both offline and online modes, and details the common patterns
of manipulation observed in the field. Further, it provides important tips to help
staff distinguish genuine tickets from tampered ones during inspection. The
security features mentioned in this booklet may vary across different Zonal
Railways. The commercial and Ticket Checking staffs are therefore advised to
refer to relevant Commercial Circulars for specific Zonal variations and
additional guidance.

This booklet has been compiled with the concurrence of the
Commercial Directorate, Railway Board. Any factual errors or deviations from
extant instructions may kindly be brought to the notice of the concerned
Commercial officials of the Division/Zonal Railway for necessary action. This
publication is intended solely for awareness and guidance of Commercial and
Ticket Checking Staff to assist them in verifying UTS tickets and to strengthen
preventive vigilance in the field.

K Uma maheswara Rao
Director Vigilance (Traffic),
Railway Board
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CHAPTER-I

VARIOUS MODES OF ISSUING UNRESERVED TICKETS

Various
Modes of
MUTS Issuing
(0.08%) Unreserved
Tickets &

UTS
counter

(60.79%)

JTBS STBA
(3.15%) (6.54%)

their Share

PUTS
(0.01%)

YTSK
(0.05%)

ATVM

(21.80%)

UTS on
mobile

(7.58%)

Point of Sale Average Sale | Share
per day %

UTS Unreserved Ticketing System 4182690 | 60.79
ATVM Automatic Ticket Vending Machine 1500272 | 21.80
MOB UTS on Mobile 521504 7.58
STBA Station Ticket Booking Agent 450163 6.54
JTBS Jan Sadharan Ticket Booking Sewak 216445 3.15
MUTS Mobile UTS 5648 0.08
YTSK Yatri Ticket Suvidha Kendra 3666 0.05
PUTS Portable UTS 901 0.01
Total 6881289 | 100%

* As per data provided by CRIS
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CHAPTER-II

PART-A
SECURITY FEATURES AVAILABLE ON UTS TICKET
FOR VERIFICATION:- OFFLINE MODE

Security features available in| ATVM UTS JTBS
ATVM/UTS ticket for offline /YTSK
verification TKT

# All vowels (A, E, I, O, U) printed in
special fonts — 1

# Engine is printed on top left of UTS
ticket |:> 2

*Last four digits of stock number

printed on UTS Ticket = 3
Random number is printed on bottom
left corner of each ticket. == 4

watermark of Indian Railway Logo
available on ticket s,tationery'::> 5

QR QK&
QR QK&
QR Q||

# These security features may not be available at all UTS counters in
some zonal railways due to unavailability of thermal printers.

The last four digits of the stock number are printed on tickets

issued using non-thermal printers/stationery. In case tickets are
printed using thermal printers/stationery, all digits of the stock
number are printed on the UTS ticket.

f —

“No Service worth the name can claim to exist if it does not
have in view the achievement of the highest standard of._

5

integrity.” :
— Sardar Vallabhbhai Patel

(
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Part-B

SECURITY FEATURES AVAILABLE ON UTS TICKET
FOR VERIFICATION :- (ONLINE MODE)

Security features available in for Online | QR code | UTS
verification through TTE App Number

UTS on Mobile app (Paperless tickets &
tickets issued through counters)

ATVM Ticket

UTS Ticket

STBA Ticket

JTBS Ticket

R ARIIUECIRCY

YTSK Ticket

* % Q0 Q]

¥ QR Code available only on tickets generated through thermal printers.

Note : Any UTS ticket having QR code can be verified by scanning QR code
using TTE app or HHT.

. = =)

“The most valuable wealth of a man is his knowledge, which
cannot be destroyed; all other riches that he has gained are not
considered to be wealth at all.”

- Thiruvalluvar,
k Tamil Poet and philosopher

J
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1. TTE app is developed for Android platform

2. Following options are developed in TTE app for online ticket
verification

a) Scan Paperless QR Code generated in UTS on Mobile app
b) Feed UTS Number (All Points of Sale)

c) Scan Paper Ticket QR Code (generated through counters and
ATVMs using thermal printer)

INTERFACE OF TTE APP

(! IR UNRESERVED TICKETING

E=Lkl 123

baTiat

g¥E 4Q
READ MOBILE UTS ND

TICKET QR CODE

:'_D :_:l-l a
&2, &

READ PAPER CHECK COLOR
TICKET QR CODE

@ %

CHANGE EXIT
PASEWORD
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ONLINE VERIFICATION OF UTS COUNTER TICKETS

Option 1: For online verification of UTS ticket, TTE can feed UTS
number of counter ticket and fetch ticket details from UTS server
which will be displayed on his app screen for verification.

" wavinda NOATHERN RAILIAY (LAg) """~

S —
I3 IR UNRESERVED TICKETING @

CHOOSE ONE OPTION TO VALIDATE TICKET

Server Ticket

HAPPY JOURNEY

=Ed= 123 Journey 06/09/2025
B3 “Q Rs. 10 /. 9891363533

READ MOBILE uTS NO UTS NO: 121JE5Z010
TICKET QR CODE N CLICK e NDLS
{ D]

R ADULT:1 CHILD: O
o & CLASS: Second (ll) KM: 26
e TRAIN TYPE: ORDINARY
READ PAPER CHECK COLOR
TICKET QR CODE @ xu-see
@ i 14009
=5 BOOKING TIME: 06/09/2025 09:05

CHANGE EXIT
PASSWORD

Ticket Verification in TTE App:-

UTS No. & Mode |Issue time | Sync time Verification time

Date By UTS Number

UTS No.: 09:15 09:25 09:25

12IJE5Z010 UTS Remarks:- Ticket verification was attempted
Counter immediately but not verified/authenticated by

Dated. Tick UTS Number; another attempt was made after 10

06.09.2025 icket minutes, which was successful. Such delays are

a result of the "Thin Client Sync" system.
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Option 2: UTS ticket printed through Thermal printer at UTS counter
has the additional provision of printing encrypted QR code with ticket
details. TTE can scan the QR code in his app and get ticket details.

T} IR UNRESERVED TICKETING @

CHOOSE ONE OPTION TO VALIDATE TICKET

i g !
From Barcode
sEde. 123
B3 «Q JOURNEY 06/09/2025
READ MOBILE uUTS MO $10/- STOCK NO: AAC76782453
TSR SO0s UTS NO: 121JE5Z010

LN © rois

S CLICK —

0o

a e &
LT, ’ ADULT: 1 CHILD: 0
READ PAPER CHECK COLOR CLASS: Il

T TRAIN TYPE: Ordinary (0) DISTANCE: 26 km
| TXN TIME: 09:05

@) & CHECK FROM SERVER

CHAMNGE EXIT
PASSWORD

EXIT

Ticket Verification in TTE App:-

UTS No. & Mode |Issue time | Sync time Verification time
Date By QR Code
1st UTS No.: UTS 09:15 09:25 09:15
12IJE5Z010 Counter | Remarks:- Ticket instantly can be verified/
Dated Ticket | authenticated by QR Code.

06.09.2025

Identification of Fake UTS tickets



ONLINE VERIFICATION OF Mobile-UTS (M-UTS) TICKETS

Option 1: For online verification of M-UTS ticket, TTE can feed UTS
number of M-UTS ticket and fetch ticket details from UTS server which
will be displayed on his app screen for verification.

i
o[l
I III
Il

f-a} IR UNRESERVED TICKETING

Server Ticket

HAPPY JOURNEY

=0 1 2 3 Journey 06/09/2025
EER Rs.10/. 0891363533
UTS NO UTS NO: 132RESZ003

READ MOBILE
TICKET QR CODE CaCLICK e NDLS
@ ron

ADULT: 1 CHILD: 0

&g o . 2

'E.TJ ﬁ CLASS: Second (Il KM: 33
TRAIN TYPE: ORDINARY

READ PAPER CHECK COLOR
TICKET QR CODE @’ TKD
ﬁ ol 13895
@ -5 BOOKING TIME: 06/09/2025 09:54

CHANGE EXIT
PASSWORD EXIT

Ticket Verification in TTE App:-

UTS No. & Mode |Issue Sync Verification time
Date time time By UTS Number
UTS No.: 09:54 09:54 09:54
132RE5Z003 M-UTS | Remarks:- Ticket instantly verified/
Dated: Tickets | authenticated by UTS Number.

06.09.2025
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Option 2: UTS ticket printed through Thermal printer at M-UTS
counter has the additional provision of printing encrypted QR code
with ticket details. TTE can scan the QR code in his app and get ticket
details.

5"'3“'—1'" L“l:; Eirlhize tey R G

LT ommence - Jnurnev« W=ir-th in-8Hrs or-
=T qamEszaas

- !FI G?hthHBESQC l ZL
MIBEIZBES 99 54
. : -'_ ,-4 -‘ ~:.

A

-} IR UNRESERVED TICKETING @

CHOOSE ONE OPTION TO VALIDATE TICKET

From Barcode

(ofdo; 123
E “«Q JOURNEY 06/09/2025
S B P F10/- STOCK NO: AAC76187141
TICKET QR CODE UTS NO: 132RE5Z003

ﬁ QFDN

"o 4 ; '
b & ADULT: 1 CHILD: 0
READ PAPER CHECK COLOR LLASR
TICKET QR CODE TRAIN TYPE: Ordinary (O) DISTANCE: 33 km

kTXN TIME: 06/09
&) *

CHECK FROM SERVER
CHANGE EXIT

PASSWORD EXIT

Ticket Verification in TTE App:-

UTS No. & Mode |Issue Sync Verification time
Date time time By QR Code

UTS No.: 09:54 09:54 09:54
132RE5Z003 | (M-UTS) | Remarks:- Ticket instantly can be verified/
Dated Tickets | authenticated by QR Code.

06.09.2025
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ONLINE VERIFICATION OF ATVM TICKETS

Option 1: - For online verification of ATVM ticket, TTE can feed UTS
number of ATVM ticket in his app to fetch ticket details from UTS
server which will be displayed on screen for verification.

A i
=} IR UNRESERVED TICKETING @ 7o Sorver Tioker

CHOOSE ONE OPTION TO VALIDATE TICKET

HAPPY JOURNEY

@¥0 123 Journey 06/09/2025
T “Q Rs.10/. 9891363533
READ MOBILE UTS NO UTS NO: IXMYESZ05E
TICKET QR CODE
. & o © ois
(D Jevi:!

ADULT: 1 CHILD: 0
=) & CLASS:Second () KM: 26
ey TRAIN TYPE: ORDINARY

READ PAPER CHECK COLOR
TICKET QR CODE @ TKJ-SB8
¥ 14009
&) x BOOKING TIME: 06/09/2025 10:1

CHANGE EXIT
PASSWORD EXIT

Ticket Verification in TTE App:-

UTS No. & Mode |Issue time | Sync time Verification time
Date By UTS Number
UTS No.: 10:11 10:11 10:11
1XMYE5Z0O5E | ATVM | Remarks:- Ticket instantly verified/
Dated Tickets | authenticated by UTS Number.

06.09.2025
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Option 2: On ATVM ticket (ATVMs procured after 2020), has the
additional provision of printing encrypted QR code with ticket details.
TTE can scan the QR code in his app and get ticket details.

rﬂ" IR UNRESERVED TICKETING @

CHOOSE ONE OPTION TO VALIDATE TICKET

P N\
From Barcode
a=o 123
Fge +Q JOURNIEY 06/09/2025
D MOGHLE S8 ND §10.0/- STOCK NO: AAC76834090
TICKET QR CODE UTS NO: 1XMYES5Z05E

©ois
— QGZB

f=iio) g ! i
e, & ADULT: 1 CHILD: 0
READ PAPER CHECK COLOR CLASS:I
TICKET QR CODE TRAIN TYPE: Ordinary (0) DISTANCE: 26 km
TXN TIME: 10:1
X J
@ o CHECK FROM SERVER
(= k4
CHANGE EXIT
PASSWORD EXIT
Ticket Verification in TTE App:-
UTS No. & Mode |Issue time | Sync time Verification time
Date By QR Code
UTS No.: 10:11 10:11 10:11
1XMYE5ZO5E | ATVM | Remarks:- Ticket instantly can be verified/
Dated Tickets | authenticated by QR Code.
06.09.2025
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ONLINE VERIFICATION OF JTBS TICKETS
For online verification of UTS ticket, TTE can feed UTS number of JTBS
ticket and fetch ticket details from UTS server which will be displayed

on his app screen for verification.

- 0 SIS R =
. . JuPc 2 @
| “Rs, 10/ - JDURNE@‘“*ETEQ-J—L 2
“c ITIZDLESZO08 JTBS 2 .
ty A ot || ofsuerm § 0 W | ok
=  HEW DELHI T| [GHAZIABAD JN. IT ORDINARINH | ae™ 3
| o
+ | ! El.‘,:'; .
o ... 26 tiex 2 @
;: A plus ch._I“ coms, H " ﬁﬁlﬂ ,,;\
Bk L r Dep. of First Trall:t;l-_-g-, oaoe
@ oucio9sa11 IR:07AMRGNOZBICIIL  HODE:CASH S, £ 8 o
L = P
R14009 06/09/2025 10:58 WDLS W B& W g

IR UNRESERVED TICKETING

Server Ticket

® @

CHOOSE ONE OPTION TO VALIDATE TICKET

HAPPY JOURNEY
pa— 1 2 s Journey 06/09/2025
Faci sz Rs.10/. 0555749932
@3 UTS NO: 12DLE5Z004

READ MOBILE UTS NO 6
TICKET QR CODE CECLICK NDLS
(D Jera
ADULT: 1 CHILD: 0

CLASS: Second (Il) KM: 26

oo} o
E1, e’ TRAIN TYPE: ORDINARY
READ PAPER CHECK COLOR @ TKJ-SBB
TICKET QR CODE
14009

@ ’Itl_:" BOOKING TIME: 06/09/2025 10:58

CHANGE EXIT
PASSWORD

EXIT.

Ticket Verification in TTE App:-

UTS No. & Mode |Issue time | Sync time Verification time
Date By UTS Number
UTS No.: 10:58 10:58 10:58
12DLE5Z004 JIBS | Remarks:- Ticket instantly verified/
Dated Tickets | authenticated by UTS Number.

06.09.2025
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ONLINE VERIFICATION OF YTSK TICKETS
For online verification of UTS ticket, TTE can feed UTS number of
YTSK ticket and fetch ticket details from UTS server which will be

displayed on his app screen for verification.
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Server Ticket

HAPPY JOURNEY
H:_-_? la Journey 06/09/2025
B¥Fr Rs.10/. 9535749932

READ MOBILE UTS ND i
TICKET QR CODE % CLICK UTS NO: 12XYE5Z000
© nous

g ? 8 ADULT: 1 CHILD: 0
D, 4 CLASS: Second (Il) KM: 26
READ PAPER CHECK COLOR TRAIN TYPE: ORDINARY
TICKET QR CODE @ S LHHE

@ E 14009

BOOKING TIME: 06/09/2025 11:09

CHANGE EXIT
PASSWORD
EXIT

Ticket Verification in TTE App:-
UTS No. & Mode |Issue Sync Verification time
Date time time By UTS Number
UTS No.: 11:09 11:09 11:09
12XYES5Z000 YTSK | Remarks:- Ticket instantly  verified/
Dated Tickets | authenticated by UTS Number.
06.09.2025
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ONLINE VERIFICATION OF STBA TICKETS

For online verification of UTS ticket, TTE can feed UTS number of
STBA ticket and fetch ticket details from UTS server which will be
displayed on his app screen for verification.

U Eﬁ*ﬁ" ‘&dé{x@?ég%zfﬁ 2 @

n-*- mu'u- I"'-":
=wmls, 1@/ — JOURNEY 65370 ” rq
T8 : 11WDESZe4D e 5% o,

T ¥ gt
o :HHH;UPT'T ER| pGE To G uiﬂhﬂhﬂ JH. II ORDINRRY Al EF
K 23 - JL : '
HEI 1@'-"?_ e, A ,
S Tonaence Journey wiwnin SHes or Dep, of First Train s @
EnCr994411 TR:OTRARAGHG289CIZL RODE:ChSH
M F14209 64/09/2025 11132 o6 W 3 R |

Server Ticket

HAPPY JOURNEY
F;,‘_i?. s 2 2 Journey 06/09/2025
Rs.10 /. 9891363533
TIF::?I:—HI' :E?:l:ige UTS ND UTS NO: 1IWDE5704D
©® cz
- - ADULT: 1 CHILD: 0
Lg & CLASS:Second (I)  KM:25
READ PAPER CHECK COLOR TRAIN TYPE: ORDINARY
TICKET QR CODE @ TKJ-SBB

@ o 14009

BOOKING TIME: 06/09/2025 11:32

CHAMNGE EXIT
PASSWORD EXIT

Ticket Verification in TTE App:-

UTS No. & Mode |Issue time | Sync time Verification time

Date By UTS Number

UTS No.: 11:32 11:40 11:40

11WDESZ04D Remarks:- Ticket verification was attempted

Dated STBA | immediately but not verified/authenticated by

06.09.2025 Tickets | UTS Number; another attempt was made after 08
minutes, which was successful. Such delays are
a result of the "Thin Client Sync" system.
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ONLINE VERIFICATION OF TICKETS ISSUED THROUGH UTS ON
MOBILE APP
Option 1: - For online verification of UTS ticket, TTE can feed UTS

number of UTS on Mobile app ticket in his app to fetch ticket details
from UTS server which will be displayed on screen for verification.

o] = a—
SR IR UNRESERVED TICKETING @
T S iRt e E
HAPPY JOURNEY
CHOOSE ONE OPTION TO VALIDATE TICKET
JOURMEY 06/09/2025

'EZJ-

'ﬂ:l IIB.F— e 9910497903
9 3 meren ||

=B
Phees ' i #
READ MOBILE u

Freres Goy
TILAK BRIDGE ‘\ TS NO
Adult: 1 Child: 0 TICKET QR CODE N CLICK

CLASS: m TRAIN TYFPE: Hrarer
SECOND ORDIMARY
@D css
SAC:996477 IR:0TAAAGMO2BOCTZL
| %:ﬂrnaﬂce Journey Within 3 Hrs or Dep. of First | :EI"‘E%: ﬁl
R14141 - DAEtanes: 3 ken READ PAPER CHECK COLOR
Booking Time:06/09/2025 10:29 <l TICKET QR CODE
your THAREE Wi eves you are Bavir walid kel in the
rmobile. Click for Changing Handset with Valid Ticket
FOR MEDICAL EMERGENCY | FIRST AID. CONTACT
TICKET CHECKING STAFFIGUARD OR DIAL 13% _—
| OPEN QR CODE @ ff;'_]
CHANGE EXIT
PASSWORD
Server Ticket
EXIT
Ticket Verification in TTE App:-
UTS No. & Mode |Issue Sync Verification time
Date time time By UTS Number
UTS No.: UTS on | 10:29 10:29 10:29
XC02E5Z051 . Remarks:- Ticket  instantly verified/
Mobile .
Dated A authenticated by UTS Number.
06.09.2025 PP
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Option 2: - On UTS on Mobile ticket, has the additional provision of
printing encrypted QR code with ticket details. TTE can scan the QR

code in his app and get ticket details.

byl D) .
Ticket QR code
e — -m
HAPPY JOURNEY *
JOURNEY 06/09/2025

¥10.00/- 9910497903
UTS No: XCO02E5Z051

= R=h
e NEW DELHI
D forers ot

TILAK BRIDGE

. Adult: 1 Child: 0

7o _ =TT
CLASS: ceconD TRAINTYPE: 5 ppINARY
@D csB

SAC:996411 IR:07AAAGMO289CTZL
| Commence Journey Within 3 Hrs or Dep. of First
Train

R14141 Distance: 3 km

l _Booking Time:06/09/2025 10:29

It is recommended not to perform factory reset ar change
your handset whenever you are having valid ticket in the
mobile. Click for Changing Handset with Valid Ticket

FOR MEDICAL EMERGEMNCY | FIRST AID. CONT
TICKET CHECKING STAFFIGUARD OR DIAL

SROLER SR 0D

{1 ) IR UNRESERVED TICKETING @

DATE TICKET

CHOOSE ONE OPTION TOQ

= CLICK
B=e *
e
¥

READ MOBILE uTs NO
TICKET QR CODE

g 4
r
T, &
READ PAPER CHECK COLOR
TICKET QR CODE

ora e o s

sl CHECK FROM SERVER
@ .}
onance exrr
PASSWORD

Ticket Verification in TTE App:-

UTS No. & Mode |Issue Sync Verification time
Date time time By QR Code
UTS No.: UTS on | 10:29 10:29 10:29

XCO2ES5Z051 . Remarks:- Ticket instantly can be verified/
Mobile .
Dated authenticated by QR Code.

06.09.2025 App
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CHAPTER-III

Probable Manipulation On UTS Tickets (Case Study)

HAI%?(‘JDURNEV @ —{>® @
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R26320 _uzr)nzzaz&hmzza "'PNBE W 5 ARAB313703

The journey date was altered using chemicals, forged rubber
stamps, or pen/pencil. (The original date printed on the
ticket, 26.11.24, was later altered to 27.11.24)

= e vy Yo EAST CENTIAL RAILWAY (UTS) —

———— & oRfo2

The originating and destination stations were altered using
chemicals and forged rubber stamps. (The original source
and destination printed on the ticket, Patna Jn. to
Jehanabad, were later altered to Darbhanga to Ahmedabad)

The details of via stations' code were altered using chemicals
and forged rubber stamps. Originally, no via station was
printed. (As the ticket was issued for a shorter distance; later,
it was updated to CI-BUJ-MBS-PRYJ-MKP-KNM)

The distance on the UTS ticket was altered using chemicals
and forged rubber stamps. (The original distance of 45 km
was altered to 237 km)

The fare amount was altered using chemicals and forged
rubber stamps. (From original fare of 310 to ¥500)
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CHAPTER-IV

IMPORTANT TIPS FOR IDENTIFYING
MANIPULATED TICKETS

Ticket checking staff plays a crucial role in identifying manipulated tickets
and ensuring the authenticity of tickets issued by Indian Railways. Below
are some useful tips for both offline and online verification of tickets to help
prevent fraudulent activities:

SECURITY FEATURES AVAILABLE IN UTS TICKET FOR OFFLINE
VERIFICATION:

1. Vowels Printed in Special Fonts:
All vowels (A, E, I, O, U) are printed in special fonts on the ticket. A
manipulated ticket may not exhibit this feature accurately. (This feature

may not be available on some zonal railway)

2. Engine Printing on Top Left Corner:
The image/Logo of “Engine” is clearly printed on the top left corner of the
UTS ticket. Ensure this feature is visible and legible. If it’s missing or
unclear, the ticket might be manipulated. (This feature may not be

available on some zonal railway)

3. Stock Number:
The last four digits of the stock number are printed through the
application. Verify these numbers to ensure they match the ticket

details.

4. Random Number:
A unique random number is printed on the bottom left corner of each
ticket. This number is identical for a specific destination on a given day,
irrespective of the ticket issuing or boarding station. A mismatch in

these random numbers can be a sign of tampering.

5. Railway Watermark:
A watermark bearing the Indian Railways logo should be visible on the
ticket stationery. If the watermark is absent or faint, it could indicate the

ticket has been forged.
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SECURITY FEATURES FOR UTS TICKETS IN ONLINE MODE:
1. TTE App:

The TTE app, developed for the Android platform, allows for seamless
ticket verification. Ensure that the app is functioning correctly and is up
to date.

2. Online Verification Options in TTE App:

The app provides various options for online ticket verification. These
include:

Scan Paperless QR Code: For tickets generated via the UTS Mobile app.
Feed UTS Number: For all points of sale, including counter tickets.

Scan Paper Ticket QR Code: For tickets printed through counters and
ATVMs using thermal printers.

Online Verification of UTS Counter Tickets/M-UTS Tickets:

# Option 1: The TTE can input the UTS number from the counter ticket
into the app to fetch ticket details directly from the UTS server.

% Option 2: Thermal-printed tickets from UTS counters include an
encrypted QR code. Scanning the QR code via the TTE app provides
ticket details for verification.

Online Verification of JTBS/YTSK/STBA Tickets:

# For JTBS/YTSK tickets, the TTE can feed the UTS number into the
app to fetch details from the server.

Online Verification of ATVM Tickets:

% Option 1: The TTE can feed the UTS number from an ATVM ticket
into the app to get ticket details.

% Option 2: For ATVM tickets procured after 2020, a QR code is printed
on the ticket. Scanning the QR code using the TTE app will provide
ticket details for verification.

Online Verification of UTS Mobile App Tickets:

# Option 1: tickets generated in the UTS on Mobile app come with an
encrypted QR code, which can be validated by scanning it through the
TTE app.

# Option 2: The TTE can feed the UTS number from the UTS Mobile
App Tickets into the app to get ticket details.
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Best Practices for Ticket Checking Staff

% Look for signs of tampering: Ensure that all security features,
such as special fonts, watermarks, and QR codes, are present and

clear.

% Verify through the TTE app: Always use the TTE app for online

verification to cross-check ticket details against the UTS server.

% Do not solely rely on manual inspection: A ticket may appear
genuine at first glance, but the app verification will confirm its

authenticity.

# Update and maintain the app: Make sure the TTE app is

regularly updated to ensure accurate online verification.

Points to Note

#% Online verification of UTS tickets through the TTE app may not be
available for tickets issued during a link failure, as the data is not

synchronized with the UTS server.

# A link failure can disrupt online verification processes because
data synchronization occurs at 8 minute intervals. In such cases,
TTEs are advised to rely on the offline security features available

on the ticket for verification.

# In cases where tickets are issued using non-thermal printers, the
QR code may not be printed. TTEs may use the UTS ticket number

to retrieve ticket details for verification.

# QR code scanning depends on the quality of thermal stationery

and scanner.

# UTS tickets issued through various modes by Zonal Railways may
not contain all security features. Therefore, TTEs are advised to
use their discretion and verify tickets by considering a

combination of available online and offline security features.
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